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What public breaches actually show about who
controls your data

Public incidents show that data risk extends past the conpany you chose, to its
credenti al s, enpl oyees, contractors, dependenci es, connected devi ces, and | ega

obl i gati ons.

Abstract

A review of public breach disclosures, regulator actions, governnent reports, conpany
notices, and Al privacy docunentation shows a recurring pattern: when data is held or
processed outside a user's direct control, the security and privacy boundary expands to
i nclude nore systemnms, nore people, nore credentials, nore dependencies, and nore |ega
obligations. This does not prove that hosted infrastructure is inherently unsafe. It
does show why ownership, explicit permssions, data location, portability, and
control |l ed connectivity are neani ngful product properties rather than nmarketing ones.

Key fi ndi ngs

- Third-party custody expands the nunber of systens and people that can becone part of a
data i ncident.

- A cloud-hosted data incident does not require the underlying cloud provider itself to
have been breached.

- Connected devices can turn caneras, m crophones, and vehicles into ongoing sources of
sensitive behavi oral data.

- Al conversation records can be sensitive data, and can also becone subject to |egal
process when a provider holds them

- User-controlled infrastructure reduces sone third-party exposure, but does not renove
the need for layered security, recovery, updates, and careful perm ssions.

Met hodol ogy

I worked from primary sources: regulator actions and final orders, securities filings

government cybersecurity bodies, conpany incident disclosures, and provider privacy
docunentation. High-quality independent reporting was used only where it added
confirmation or |legal context. Every exanple is classified by what kind of evidence it
actually is, so that a confirmed breach, a regulatory allegation, a final order, a
conpany disclosure, a software failure, a provider policy, and a court process are never
treated as the sane thing.

Limts

This is a curated set of public incidents, not a conplete census, and it was assenbl ed
to test a specific question about custody and control. It does not neasure how often
these failures happen, it does not conpare the security performance of any two naned
conpanies, and it does not establish that one infrastructure nodel is categorically
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safer than another. A larger or differently selected sanple could change the enphasis,

though the classification rule would still apply.

Sour ces

- HHS: Change Heal thcare cybersecurity incident FAQ
htt ps://ww. hhs. gov/ hi paa/ f or - pr of essi on al s/ speci al -t opi cs/ change- heal t hcar e- cyb
ersecurity-incident-frequently-asked-que stions/index. htn
- AT&T Form 8-K on the third-party cloud workspace inci dent
https://ww. sec. gov/ Archi ves/ edgar/ data/ 732717/ 000073271724000046/t -20240506. ht m
- CERT-EU anal ysis of the European Commi ssion supply-chain incident
https://cert.europa. eu/ bl og/ eur opean-com ni ssi on-cl oud- breach-trivy-supply-chain
- FTC case agai nst Ring
https://ww. ftc. gov/ news-events/ news/ pre ss-rel eases/ 2023/ 05/ ft c- says-ri ng- enpl oy
ees-illegally-surveilled-custonmers-faile d-stop-hackers-taking-control-users
- Wze incident update on the thunbnail failure
https://foruns. wze.com t/update-on-inve stigation-of-2-16-24-security-issue/ 2910 02
- FTC final order involving GMand OnStar

https://ww. ftc.gov/ news-events/ news/ pre ss-rel eases/ 2026/ 01/ ftc-finalizes-order-

settling-allegations-gmonstar-collected -sol d-geol ocati on-data-w thout-consuners
- UK 1 CO fine agai nst 23andMe
https://ico.org. uk/ about-the-ico/ nmedi a-c entre/ news- and- bl ogs/ 2025/ 06/ 23andne-fi n
ed-for-failing-to-protect-uk-users-genet ic-data/
- UK 1 CO on protections during the 23andMe sal e
https://ico.org. uk/ about-the-ico/ nmedi a-c entre/ news- and- bl ogs/ 2025/ 05/ i co-cal | s-f

or-protections-for-23andme-cust omer-data /

- LastPass security incident update
https://bl og. | ast pass. com posts/notice-o f-recent-security-incident

- Coi nbase Form 8-K on insider-assisted access
https://ww. sec. gov/ Archi ves/ edgar/ data/ 1679788/ 000167978825000094/ coi n- 20250514 . ht m

- Live Nation Form 8-K on the third-party cloud database
https://ww. sec. gov/ Archi ves/ edgar/ data/ 1335258/ 000133525824000081/ | yv-20240520. htm

- Snowf |l ake Form 10-Q on custoner account access
https://ww. sec. gov/ Archi ves/ edgar/ data/ 1640147/ 000164014724000207/ snow 20240731 . ht m

- OpenAl on business and APl data commitnents
https://openai.com busi ness- dat a/

- OpenAl statenment on the request for consuner Chat GPT conversations
https://openai.comindex/fighting-nyt-us er-privacy-invasion/

- Google Gemini Apps Privacy Hub
https://support.googl e.coni gem ni /answer /13594961?hl =en

- Reuters on the DeepSeek dat abase exposure

- Reuters on the 2026 chathbot records warrant ruling

- Odido security update on the voice-phishing incident
https://ww. odi do. nl /veiligheid
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